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Abstract: Software defined networking (SDN) provides a new solution for management requirements of the future
network. Based on dynamic service function chain as the creation model of service function, advanced network
programming language as a service deployment tools, and combined with virtual network mapping theory, a
deployment scheme which could take services to policies, and take controllers to network nodes was designed. Based
on the three-layer structure of the SDN, a dynamic policy management system was proposed. It can implement
self-adaption deployment of network service, which based on the feedback information of the network state. Besides,
it can detect network policy conflicts on the network note and choose different ways of combination to avoid policy
conflicts. Finally, the complete deployment process of the dynamic policy management system was verified through
some experiments.
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P1 (s1,el N—e2)=<(Srcaddr=10.20.0.0/16 N Srcaddr=
10.20.4.5):Q>

<(Srcaddr=10.20.0.0/16):fwd(TM, TA)>

<(Srcaddr=10.20.4.5):Q0>

<k 0>

EN AR U R A e



-145.

BERE 2016 £5 10 #

46 KBEEFHTF

TE 5 2R M e A o8 B Z e, AR 4 ) 3 4 415 5 9K
W 25 % 4 OpenFlow Ui ¢ . 7% U A2 POX F2 1l #5 , BE
545 L 4 3 0 1 R I % AL K OpenFlow 36, JF A8 F
% 3 OpenFlow 2Z# 4Lt H oo 5w g 136 W0 2 10 3 7
ARG . S, R R 0 Bl AT B A X L R R T
I, B — AR AR EE XS R — AN TT A I, AR R 2 TP
Ko IV G &, 1R 55 S i S 4 v 67 0L 2% 1 9 2 SR 90 1 2%
T B e B T 4101,

R2 KREETTAXNE

o b W %A B A
5 Hi ik dl_dst Dstaddr
5 Ak dl_src SrcAddr
H A 3 1 tp_dst Dstport
U s 1 tp_sre Sreport
Mz 55 26 4 nw_los tos
Kl 43 4 dl_type ethtype
e nw_proto protocol
Jii#£ VLAN %5 dl_vlan vlan_id
VLAN 1564 dl_vlan_pcp vlan_pep
e R EhPE output fwd

P — JR TR Fe ALy — Z R AR T, JF AL SR s 7
SR PP 51 A e S R b R U IR e g, B — AR
%5 e S 1 % B — K L 1 40T - G 4 R g O
SEOIT B4 T SRR R R . SRS R L B 4 0 P8
B

TREWE -
P3(s1,el)=<(Dstaddr=10.20.7.0/24):fwd(4)>
WA

cookie=0x0,duration=59.411s,table=0,n_packets=0, n_bytes=0,
idle_age=59, priority=59995,vlan_tci=0x0000 actions=drop # G4
AT VC L BE S AL, AT o B R B

cookie=0x0, duration=59.411s ,table=0,n_packets=0,n_bytes=0,
idle_age =59 ,priority =59996,arp,vlan_tci =0x0000,arp_tpa =
10.20.7.0/24 actions=output:4 # H #7441k 7 10.20.7.0/24 ) ARP
#HAE o2, s 1 4 5 i 2k

cookie=0x0,duration=59.411s,table=0,n_packets=0,n_bytes=0,
idle_age=59, priority=0 actions=CONTROLLER:65535 # JGi% It ic
1)t S04 T 4% | A 1)

PRl 8 W FIXS BE A I

B, A A TR T e R R R4 L 58 B
e

5 FMERMABEFRIELRE

RTWHEWEREHBWRORL, BETET
Pyretic/Kinetic 5 H Al Open vSwitch (OVS) 22 # L 4 ] i °F-
6, F A7 Linx RE T 817, WA FATFENG
PC,— %A 3 MK EH OVS &2 bl, 7 — 6 HA —
He W R A SDN # 8% . o3 4 ik i B — 65 2% 1 34X
(SmartBits-600) FH A 7= A A8 A6 At 7 41, DAk 1 £ 4R
A, AT 35 B4R 285 0 1 30 25 o0 2 S s 0 8 R AR
51 EWigit

ARSI H 5 B FOAE (Auth) B AR A (IDS) 7
IR 55 T RE H AT 4L 1 R 55 Th R B

i HRIE 9 4R MR W B PC i 4R 4T

TEBEAS 52 05 PR 57 A 45 0 R op B B R 20 IR A
HEAEE AN ) R A 22 1) ) A4 25 00 ] R 388 i 20 O 551
i &0 7 R« Pyretic/Kinetic Open vSwitch 2.0.2 sFlow-RT
SmartFlow,

Pyretic/Kinetic % ¢ 76 [ 9 A9 #HL PC1 L= | IP Hi
A 10.20.215.86. 4% 4¢ J5 52 ¥ B B (http://resonance.
noise.gatech.edu/) 2 0 4E B Kinetic/mininet/POX HJ 1
WPLE L T &AM, T A VMware 1,

OpenvSwitch %2 /E 4 3 IR PC HL L, 7E R 9
J3 PC2,3 Y[R 4585 73 51H cethO ethl eth2, Ferfr ethO ]
T UL EHLEHE R 2 eth] F eth2 1E 2 OVS ¢ L 5 4
Ui 1, PC2 1 4% ok 4y £ 10.20.215.184 , AR 4 SE R 75 oK
HRERH— OVS 2L, 7E Lk A # ovs-vsetl
add-br br0, AT A — 4 578 b0 B OVS S #8041
HEHINZG RG24 — D BRI, 245082 b0,
ZITUL X A R 2 TS A B AL e . AR
R A S B AP B0 ) HE R R beO SCHRL L, B B
b0 A4 AL % H ) SDN #5551 LS % #: 07 C, 0VS 4
{7 3 MG dr ik iy g 5, i SSLLTCP UNIX,
TEsScih, R TCP HEHr X Gl & k. &5, i
TR AL b A5 O 9 & AF B B L A
b0 Z AL LB — > sFlow agent, I, %% B 7E PC2
2224 sFlow-RT,

5 — & SmartBits-600 13 & £ 8 04 .
SmartBits-600 i 17 LA T fif LA FL &

HEAT I SmartFlow 4% SmartFlow % /4 5 SmartBits-600
WA R K HAT Cards TEI A AL #7852 50 PR 4
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-
IPﬂﬁijJ:%(?é%%le.Sé ’—‘ HIB B
/TR |="'" E;]
PC2 IP#iE:10.20.215.184 ,/
_________ EI R
E}-E ovszgALl  ovsEEl2 i -l
sFlow il Flow 4
RIS o > [
[ I :L
SmartBits-600
B9 ik 94
SMBI 1-1 A1 SMB 1 1-2 P/~ e 7 B2 S 5 LU AR A o 11 Kinetic #& 41 (19 F P AE-5 AR A I A 47 414 i N T 76 17

T OVS &£ L HERZEFHAHRMYHEN |, Z4%E
B 4058 0 0L 4 B S SEBRAE O, A PN o 1SR B
10 Mbit/s, #4# /2B E IpvdNetworks BEIT, 1% B I I
IP Mgk, 72 A KA 2 4L TP stk | I 6 ok S A ik 25
TEAR Y SE G o K B3 AN 0 1 A9 TP Motk 23 39 5 8 - SMB 1 1-
1:10.20.215.135 .SMB 1 1-2:10.20.215.136,, #4541 () 1P
Ik 43 503 4 £10.20.215.111 A1 10.20.215.222, FfFJa 9 B
IP Hhdik 1% 9 :10.20.215.0, 9 56 TP M dik ik % A #9355 H 1P
Mk, HE RR B MRS BRI AT R E . R
J5i X Bl o 4B R A B R (B KR R R D
Je— YR A 1 58 F i AT 3% B AR S0 ot R A
BN 10.1%.0.1% . 100% .30 s,

P, A S50 A T B 58
52 ZRBIESHER

W JeAE TP Hihik ol 10.20.216.86 ) PC1 1 )7 3l Pyretic/

o

root@zero-All-Series: /home/zero

JHJR 3 8 [ A 35217 POX H 1 4% «

$ cd /home/pyretic/pyretic/kinetic

$ pyretic.py pyretic.kinetic.examples.auth_ids

(1) H PR D RE A

AT PO RE I L T ORI RE R T
BTy, R BN T i i S R DT BOR S A . B
SR R B A P R OR i Bk, AT LU B OVS E AR
FONERR B 7m 73 41 K (actions=drop ) , WA 10 fi 7w ,

£ T K KW Z J5 $ python json_sender.py -n auth -1
True--flow="{srcip=10.20.215. 112}"-a 127.0.0.1 -p 50001,
PR A R T LA B 10.20.215.112 9 9 %
T EE AR M 2 5 3 1 5% & (actions=output:2) , Q1A 11
7R o

3 sFlow-RT i 5L 1, 7T LS B W 0 590 3 & 28 1L 1
AR AT 12 B R R Rk S R R 4R

root@zero-All-Series:zero® ovs-ofctl dump-flows sTlow

NXST_FLOW reply (xid=ex4):

cooklie=0x©, duration=9.717s, table=o,
priority=0 actlons-COﬂTROLLER 65535
cookie=0x0, duration=0.004s, table=0O,

n_packets=82,

n_packets=0,

n_bytes=10168, ldle__age=0,

n_bytes=0, idle_age=©, prior

1ty=0,1p.in_port=1,dl_src=00:00:01:00:00:01,dl_dst-00:00:02:00:00:01,nw_src=10.2
©.215.111,nw_dst=16.26.215.222 ,nw_proto=0,nw_tos=6 actions=drop

cookle=0x0, duration=©.133s, table=©o,

n_packets=0,

n_bytes=0, ldle_age=©, prior

1ty=0,1p,.ln_port=1,dl_sSrc=00:00:01:00:00:02,dl_dst=00:00:02:00:00:02 ,nw_src=10.2
©.215.112 nw_dst=10.20.215.223  nw_proto=0_,nw_tos=0 actions=drop

root@zero-All-Series:zero® ]

B 10 A A ER OVS BRCKRZS 19 9 %
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root@zero-All-Seriles:zero® ovs-ofctl dump-Tlows sST low
4)

NXST_FLOW reply JI(xid
cookle=Ox©, duratio

-S98s, table—=o.,

-, priliority=0o Cctlons-COﬂTROLLER sss3sS

n_packets=272sS

n_bytes=33790©, l1dle_age

cookie=Ox60, duration=-9.129s,. table-0. n_packets=o,. n bytes-o idle_age=9, prior
1Lty=0 . .ip.in_port=1.dl_sSrc=00:00:01:00:00:02, dl _dst=©oe: S Sc eSS amia =2
©.215.31312 . nw_dst=16.26.215.223, v tput

cookie—OxO, duration-—9.136s.

o.2as.
rocot@zerc-All-Series:zer

P
ftabie—o. n_pack-ts—o- o byt-s—e
LEty=0. . 1lp.ln_port=1,.dl_sSrc=00:00:01:00:00:01,.dlL_dJdst=00:00:02:
1313 .nw_dst=16.26.215. Izzz PO _ProOto=0 ., nw_tos=©0 -ettons-drop

taie _age=9, prior
IOO0:O01 . Nw_Src=10.2

B 11 A4S 10.20.215.112 J5 OVS B %

x sFlow-RT - Chromium
./ [ sFlow-RT x Y

< » @ © D localhost:8008/metric/10.20.215.184/3.ifinpkts/html
# A @ ETF Openvswit
;>sFlow»RT

IR

8 8 &8 8 2 [f

10:40:27 10:41:00 10:41:33 10:42:07 10:42:40

10:43:13 10:43:47 10:44:20 10:44:53 104527

BE12 P IE & 2% i B0 4 41 i

N R R T R, B A 4 I Ak R B 1€ IR
Wik, A T 113 R f R R 2 5 A S 117 5508 4 41
T, SmartBits-600 R & 2 HFFLE 1 min F i EA — B
YA I 1) S T — 3 A 4 2 MW 4 TR OO A PR b B
S BE B, — T &M A (10.20.215.111
10.20.215.112) IATIE 5 2 9 5 W6 AT DL 310 56 — BUAE 73
LA B B O R, AR R Y R R, R R W
A FH PO R U A 5 e | 422 o S GO f e, BB
4 WHAR 4 K% T R TP 1(10.20.215.111) AE & 1
5, BT 2(10.20.215.112) K IHAGE L5, 7T L 34
Wi P O i R e R — 2 o A S AR KR BRR
K1 I B B R, 422 Wi o 2 4K B 2k o o i
M FPRA

(2) AR U 2 g

i 3 4 5 — 1 ExecuteSender.java [ 12 ¥, 5 83K B

1 min

O sFlow-RT - Chromium
[ sFlow-RT

P B 6T SR 1 2 i, BT 5 B AR 4 T 8 AR 4 4 i
AT 28RS 3070 2 R W 2 A 4 ) 7 9 T RE L AR XA
Java BEJF O B9 U B B 40, B — BLE— TP R
A 40 SOAHA AfR, RIS Z A A KR
KR 4L

Pl 14 v i 10 R B2 1Y e 2K S A RCHR O3 L
O TR 15 B8 F R A A2 H o 1 A o AL i i . Tl
LV 32 T 2% S Ui 2 MR TS B0 1O R0 8 KT
40 ISR B 3l il A, 2 o Wi 2 Y I i L Z0RE RO, A
A OVS MR, if 2 i R 4 &g fE b oy 4 % %
(actions=drop ) , W 16 A7~ . T4~ 500 7 Bk A

6 HRIE

Bt T — B TR 9 o0 235 55 i B 0, Y
PR 24 8 L% 0 ST IR AR A I % O£ B 2 IR S 3

]

ptg
m

< € @ | D localhost:8008/metric/10.20.215.184/4.ifoutpkts/html
A ZEF Open vSwit:
LD sFlow-RT

] r—

|

10:40:27 10:41:00 10:41:33 10:42:07 10:42:40

10:43:13 10:43:47 10:44:20 10:44:53 10:45:27

F13 i AIE P 2 A 20 2 WA
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J/ [ sFlow-RT

< € © D localhost:8008/metric/10.20.215.184/3.ifinpkts/html
i @A @ ST Open vswit

TS sFlow-RT

: —r

21:4420 214453 214526 214600 N3

214706 21:47:40 214813 214846 24020

P14 ARSI Bl 5 S ik S R B

./ [ sFlow-RT x

< €@ © /D localhost:8008/metric/10.20.215.184/4.ifoutpkts/html
i WA G EF Open vswit
WD sFlow-RT

‘Z mﬁm

21:44:20 21:4453 21:4526 21:46:00 21:46:33

21:47:06 21:47:40 2114813 21:48:46 21:4920

P15 A RTINS B 5 b o i iR 4R

X 0 root@zero-All-Serles: home/zero

root@zero-All-Series:zero# ovs-ofctl dump-flows sflow

NXST_FLOW reply (xid=0x4):

cookle=0x0, duratlon=9.583s, table=d, n_packets=231, n_bytes=28644, {dle_age=0,
priority=0 actions=CONTROLLER:65535

cookie=0x0, duration=0.006s, table=0, n_packets=0, n_bytes=6, idle_age=0, prior
ity=0,1p,in_port=1,d1_src=00:00:01:00:00:01,d1_dst=00:00:02:00:00:01,nw_src=10.2
0.215.111,nw_dst=16.20.215.222,nw_proto=6,nw_tos=0 actions=drop
root@zero-All-Series:zero# |

E 16 ARG 35 OVS i #

PR 000 26 W AT L Sl 7 24 190 % BRI 08/ Y 4
it B0 T AR i o AR ST R 55 D i A AR 55 D e 9
He RS W BRI 55 T i S O
S M 95 3y e S ) B 0 4 SR W ) 2 4 JL )7 T 4 TR A T
0l 55 R E R

AR HRGW R % F R R % )
Aedk, JFCIT 24 MRS D Re e A i 2R AL G ik
% YIneHE I — M g5 Th e B A AR i HL T
38 07 M T Ik A [ ) 4 4R 285 1 T R S e & IR 55
B 92 91 5@ 1 b 17 B 0B Pyretic/Kinetic K5 5 W # 1L 4
OpenFlow i & T & B4 B 26715 5 .

2R SCON 5 T 5 T B SR B 2 2 A B IR AT TR
G, 4B b T A KT AR AR SORE SR A ]
TR ZAE R AR B 8
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(1) H A shAS sfems o AR G ek, O ARl 55 7 oK 4%
e M 55 S RE S Y B 0 00 ol 2L 5 9 A1 R 95 T e
fEFR S B 55 S RERE A it B — A Tl iyt /. 7E L
Ji 3o R PR e 5 A 55 D i HE KLU, ST BEAR 55 2D
AEHE A it

(2) F iy 2l 245 5 W 4 2 2R 8 7 5 B 2 2% MR 55 2 RE ik 4L
B 17 SR (A — P 4% 45 5Bk F AN IR 92 B 1 AR 5 20
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